Case #1: Apple vs. FBI

The dispute between Apple Inc. and the Federal Bureau of Investigation (FBI) has, once
again, brought to public attention the tension between privacy and national security. After the
2015 San Bernardino shooting, the FBI ordered Apple to provide anti-encryption software to
access the information locked inside an iPhone 5¢ belonging to one of the shooters.! In February
of 2016, Apple publicly refused to comply with the Federal order, citing the protection of
customers’ data from “hackers and criminals” and noting that they even “put that data out of our
own reach” because it is “none of our business.”? It is unclear precisely what information the FBI
might be interested in on the shooter’s phone, but the encrypted information included emails,
calendar data, text messages, photos, and contacts.®

A host of tech companies, like Yahoo! and Facebook, along with the American Civil
Liberties Union, publicly supported Apple’s position. Even the U.N. Human Rights Chief
expressed dismay for the FBI order, citing “the potential for ‘extremely damaging implications’
on human rights, journalists, whistle-blowers, political dissidents and others.”* He said such an
order is “potentially a gift to authoritarian regimes.”

On the other hand, families of victims and attack survivors have criticized Apple’s
intransigence.® Victims’ families and friends are concerned that setting obstacles for the
investigation hinders their chance at closure as well as finding accomplices to the crimes. “Let’s
see how you feel when it affects you,” said one person, whose boyfriend was killed in the
attack.® According to the executive director of the National Sheriff’s Association, Jonathan
Thompson, Apple’s refusal to comply with FBI orders puts “profit over safety.”’ “This has
nothing to do with privacy,” he continued, “It’s all about money and their brand.” Federal
authorities say they are concerned with national security. They contend that such encryption
technologies make it more difficult for them to solve cases and prevent terrorist attacks. In
response to concerns about the government overstepping its bounds, officials say this is a “one-
off request” and should not be regarded as setting a precedent. Decisions about which
information to gather and from whom are not taken lightly and follow strict protocols before an

1 Arjun Kharpal, “Apple vs. FBI: All You Need to Know,” CNBC.com, Mar. 29, 2016,
http://www.cnbc.com/2016/03/29/apple-vs-fbi-all-you-need-to-know.html.

2 Tim Cook, “A Message to Our Customers,” Feb. 16, 2016, http://www.apple.com/customer-letter/.

3 Kif Leswing,”Apple and the FBI are in the middle of a huge battle that could affect the privacy of millions of
people—here’s everything that’s happened so far,” Business Insider, Mar. 2, 2016,
http://www.businessinsider.com/fbi-vs-apple-history-of-apples-fight-over-the-locked-san-bernardino-shooters-
iphone.

4 Associated Press, “The UN human rights chief says U.S. authorities ‘risk unlocking a Pandora’s Box’ in their
efforts to force Apple to create software to crack the security features on its phones, and is urging them to proceed
with caution,” U. S. News and World Report, Mar. 4, 2016, http://www.usnews.com/news/technology/articles/2016-
03-04/un-human-rights-chief-warns-of-implications-of-apple-fbi-row.

% James Queally, “San Bernardino families ask a judge to force Apple to unlock a terrorist’s iPhone,” Los Angeles
Times, Mar. 4, 2016, http://www.latimes.com/local/lanow/la-me-In-apple-fhi-amicus-briefs-20160303-snap-
story.html.

6 Brittny Mejia , Sarah Parvini, and Corina Knoll, “How you might feel about Apple right now if your boyfriend
died in San Bernardino,” Los Angeles Times, Feb. 23, 2016, http://www.latimes.com/local/california/la-me-apple-
fbi-victims-20160223-story.html.

7 Christie Smythe, Selina Wang, and Tiffany Kary, “Apples Goes to Washington Fresh From Big Boost in iPhone
Fight,” Bloomberg Technology, Mar. 1, 2016, http://www.bloomberg.com/news/articles/2016-03-01/apple-goes-to-
washington-with-some-wind-in-its-sails.

1|Page



investigation proceeds. The FBI concluded that Apple’s concern for its customers’ privacy
cannot legitimately justify obstructing the pursuit of threats to public safety.
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